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COMMERCIAL CYBER INSURANCE POLICY 
 

THIS POLICY IS A CONTRACT OF INSURANCE BETWEEN YOU AND US. YOUR POLICY CONTAINS ALL THE 
DETAILS OF THE COVER THAT WE PROVIDE. THIS POLICY CONSISTS OF AND MUST BE READ TOGETHER 
WITH THE DECLARATIONS PAGE AND ANY ENDORSEMENTS. 
 
THE INSURANCE PROVIDED UNDER THIS POLICY FOR CLAIMS MADE AGAINST YOU IS ON A CLAIMS MADE 
AND REPORTED BASIS, AND APPLIES TO CLAIMS ONLY IF THEY ARE FIRST DISCOVERED BY YOU DURING 
THE POLICY PERIOD AND REPORTED TO US DURING THE POLICY PERIOD OR ANY APPLICABLE EXTENDED 
REPORTING PERIOD.  
 
THE SECURITY BREACH LIABILITY INSURING AGREEMENT CONTAINED IN THIS POLICY PROVIDES 
COVERAGE FOR DEFENSE EXPENSES WHICH ARE PAYABLE WITHIN, AND NOT IN ADDITION TO, THE LIMIT 
OF INSURANCE.  PAYMENT OF DEFENSE EXPENSES UNDER THIS POLICY WILL REDUCE THE LIMIT OF 
INSURANCE. 
 

PLEASE READ THE ENTIRE POLICY CAREFULLY. 
 
Various provisions in this Polic\ restrict coverage. Read the entire Polic\ carefull\ to determine rights, duties and 
Zhat is and is not covered.  
  
Throughout this Polic\, the Zords "You" and "Your" refer to the Named Insured shoZn in the Declarations. The 
Zords "We," "Us," and "Our" refer to the compan\ providing this insurance.   
 
All terms that appear in bold print are defined terms and have special meaning as set forth in Section I ± Insuring 
Agreements and Section VII ± Definitions. 
 
 
SECTION I – INSURING AGREEMENTS 
 
Coverage under the folloZing Insuring Agreements applies to Loss (and Defense Expenses under Insuring 
Agreement 6 - Securit\ Breach Liabilit\ Including Pa\ment Card Industr\ (PCI) Fines and Penalties) resulting 
directl\ from a Cyber Incident, Extortion Threat, Security Breach, or Claim Zhich is Discovered during the 
Polic\ Period shoZn in the Declarations or during the period of time provided in Condition 15 - E[tended Period To 
Discover Loss Condition.  
 
An\ Cyber Incident, Extortion Threat, Security Breach, or Claim that arises out of the same facts or 
circumstances and results in Loss under one or more of the folloZing Insuring Agreements Zill be deemed to be 
related and, as such, Zill be deemed to have been Discovered during the earliest polic\ period that an\ such related 
Cyber Incident, Extortion Threat, Security Breach, or Claim Zas Discovered.  
 
1. Security Breach Expense   

 
We Zill pa\ for Loss resulting directl\ from a Security Breach, or Cyber Incident Discovered during the 
polic\ period.   

 
With respect to this Insuring Agreement 1, Loss means: 

 
a. Forensics Expenses 

 
The costs to establish Zhether a Security Breach or Cyber Incident has occurred or is occurring.  

 
If a Security Breach has occurred, the folloZing costs are also included: 
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i. Costs to investigate the cause, scope and e[tent of a Security Breach and to identif\ an\ 
affected parties; and   

ii. Costs to determine an\ action necessar\ to remediate the conditions that led to or resulted 
from a Security Breach including, but not limited to, fees paid for legal and other 
professional advice on hoZ to respond to the Security Breach. 

 
b. Notification Expenses 

 
Costs to notif\ all parties affected b\ a Security Breach including, but not limited to, notice to be 
transmitted through media: 
i. as required b\ Privac\ Regulations; or 
ii. subject to Our prior approval, as appropriate on a voluntar\ basis. 

 
 c. Overtime Salaries 
 

Reasonable overtime salaries paid to Employees assigned to handle inquiries from the parties 
affected b\ a Security Breach. 

 
 d. Call Center Expenses 
 

Fees and costs of a compan\ hired b\ \ou for the purpose of operating a call center to handle 
inquiries from the parties affected b\ a Security Breach. 

 
 e. Post-event Monitoring Expenses 
 

Costs to provide credit and identit\ monitoring services to the affected parties of a Security Breach 
for up to one \ear, or longer if required b\ applicable laZ, from the date of notification to those 
affected parties of such Security Breach. 

 
 f. Other Expenses 
  
  An\ other reasonable e[penses incurred b\ \ou Zith Our prior Zritten consent. 
 

With respect to this Insuring Agreement 1, Loss does not include an\ costs or e[penses associated Zith 
upgrading or improving a Computer System as a result of a Security Breach. 

 
2. Extortion Threats 
 

We Zill pa\ for Loss resulting directl\ from an Extortion Threat that is Discovered during the Polic\ Period. 
 
With respect to this Insured Agreement 2, Loss means: 
 
a. Fees and costs of i) a securit\ firm; or ii) a person or organi]ation hired Zith Our consent to 

determine the validit\ and severit\ of an Extortion Threat made against You. 
 
b. Interest costs paid b\ \ou for an\ loan from a financial institution taken b\ \ou to pa\ a ransom 

demand. 
 
c. ReZard pa\ments paid b\ \ou to an ³informant´ Zhich lead to the arrest and conviction of parties 

responsible for Loss; 
  

³informant´ means a person, other than an Employee, providing information not otherZise 
obtainable, solel\ in return for a reZard offered b\ You. 

 
 d. An\ other reasonable e[penses incurred b\ You Zith Our Zritten consent, including;  
  i. fees and costs of independent negotiators; and 
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ii. fees and costs of a compan\ hired b\ You, upon the recommendation of the securit\ firm, 
to determine hoZ to protect Your Electronic Data from further threats. 

 
e. Ransom pa\ments made in the form of case, or virtual currenc\ such as, but not limited to, Bitcoin. 

 
3. Replacement or Restoration of Electronic Data 
 

We Zill pa\ for Loss of Your Electronic Data or Computer Programs stored Zithin a Computer System 
resulting directl\ from a Cyber Incident that is Discovered during the Polic\ Period. 

 
 With respect to this Insuring Agreement 3: 
 

a. Loss means the costs to replace or restore Your Electronic Data or Computer Programs as Zell 
as the cost of data entr\, reprogramming and computer consultation services. 

 
 Loss does not include the cost to duplicate research that led to the development of Your Electronic 

Data or Computer Programs. To the e[tent that an\ of Your Electronic Data cannot be replaced 
or restored, We Zill pa\ the cost to replace the media on Zhich such Electronic Data Zas stored 
Zith blank media of substantiall\ identical t\pe.   

 
b. Computer Program means a set of related electronic instructions, Zhich direct the operation and 

function of a computer or devices connected to it, Zhich enables the computer or devices to receive, 
process, store or send Your Electronic Data. 

 
4. Business Income and Extra Expense 
 

We Zill pa\ for Loss due to an Interruption resulting directl\ from a Cyber Incident or an Extortion Threat 
that is Discovered during the Polic\ Period. 
 
With respect to this Insuring Agreement 4, Loss means the actual Loss of business income You sustain 
and/or e[tra e[pense You incur. 
 
a. ³Business Income´ means the: 
 

i. net income (net profit or loss before income ta[es) that Zould have been earned or 
incurred; and  

ii. continuing normal operating e[penses incurred, including pa\roll.  
  
 b. ³E[tra E[pense´ means necessar\ and reasonable e[penses You incur: 
 

i. during an Interruption that \ou Zould not have incurred if there had been no interruption; 
or  

ii. to avoid or minimi]e the suspension of Your E-Commerce Activities. 
 
³E[tra E[pense´ does not include: 
 
i. an\ costs or e[penses associated Zith upgrading, maintaining, repairing, remediating or 

improving a Computer System as a result of a Cyber Incident or Extortion Threat; or 
ii. Extortion Expenses covered under Insuring Agreement 2 ± E[tortion Threats. 

 
5. Public Relations Expense 
 

We Zill pa\ for Loss due to "negative publicit\" resulting directl\ from a Cyber Incident or a Security 
Breach that is Discovered during the Polic\ Period.   
 
With respect to this Insuring Agreement 5, Loss means i) fees and costs of a public relations firm; and ii) 

SPECIM
EN



CY CW 99 12 19           Includes cop\righted material of Insurance Services Office, Inc., Zith its permission  

an\ other reasonable e[penses incurred b\ You Zith Our prior Zritten consent to protect or restore Your 
reputation solel\ in response to ³negative publicit\.´ 
 
³Negative publicit\´ means information Zhich has been made public that has caused, or is reasonabl\ likel\ 
to cause, a decline or deterioration in the reputation of the Named Insured or of one or more of its products 
or services.   

 
6. Security Breach Liability Including Pa\ment Card Industr\ (PCI) Fines and Penalties. 
 

We Zill pa\ for:  
 
a. Loss that the Insured becomes legall\ obligated to pa\ and Defense Expenses as a result of a 

Claim that is Discovered during the Polic\ Period for a Wrongful Act or a series of Interrelated 
Wrongful Acts taking place on or after Your first date of continuous coverage Zith Us and before 
the end of the Polic\ Period.  
 

b. Loss and Defense Expenses as a result of a Claim in the form of a Regulatory Proceeding that 
is Discovered during the Polic\ Period in response to a Wrongful Act or a series of Interrelated 
Wrongful Acts taking place on or after Your first date of continuous coverage Zith Us and before 
the end of the Polic\ Period.  
 

c. Loss and Defense Expenses as a result of a Claim in the form of an action b\ a Card Company 
for non-compliance Zith the Pa\ment Card Industr\ (PCI) Data Securit\ Standards that is 
Discovered during the Polic\ Period shoZn in the Declarations in response to a Wrongful Act or 
a series of Interrelated Wrongful Acts taking place on or after Your first date of continuous 
coverage Zith Us and before the end of the Polic\ Period.  

 
With respect to this Insuring Agreement 6,  
 
a. Loss means: 
 

i. Compensator\ damages, settlement amounts and costs aZarded pursuant to judgments 
or settlements; 

ii. Punitive and e[emplar\ damages to the e[tent such damages are insurable b\ laZ; or 
iii. Fines or penalties assessed against the "insured" to the e[tent such fines or penalties are 

insurable b\ laZ. 
 

Loss does not include: 
 
i. Civil or criminal fines or penalties imposed b\ laZ, e[cept civil fines or penalties as provided 

under Paragraph c.;   
ii. The multiplied portion of multiplied damages; 
iii. Ta[es; 
iv. Ro\alties; 
v. The amount of an\ disgorged profits; or 
vi. Matters that are uninsurable pursuant to laZ. 

 
b. Defense Expenses means the reasonable and necessar\ fees (attorne\s' and e[perts' fees) and 

e[penses incurred in the defense or appeal of a Claim, including the cost of appeal, attachment or 
similar bonds (Zithout an\ obligation on our part to obtain such bonds) but e[cluding Zages, 
salaries, benefits or e[penses of \our Employees.   

 
c. Wrongful Act means an\ actual or alleged: 
 
 i. Security Breach; 
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ii. failure to prevent unauthori]ed access to, or use of, electronic or non-electronic data 
containing Identit\ Information; 

iii. failure to prevent the transmission of a Virus through a Computer System into a computer 
netZork, an\ application softZare, or a computer operating s\stem or related netZork that 
is not rented, oZned, leased b\, licensed to or under the direct operational control of the 
Insured; or 

iv. failure to provide notification of an\ actual or potential Security Breach if such notification 
is required b\ an\ securit\ breach notification laZ, 

 
b\, or asserted against, an Insured. 

 
d. Interrelated Wrongful Acts means all Wrongful Acts that have as a common ne[us an\ i) fact, 

circumstance, situation, event, transaction or cause; or ii) series of causall\ connected facts, 
circumstances, situations, events, transactions or causes.  

 
e. Regulatory Proceeding means an investigation, demand or proceeding brought b\, or on behalf 

of, the Federal Trade Commission, Federal Communications Commission, the Department of 
Health and Human Services or other administrative or regulator\ agenc\, or an\ federal, state, 
local or foreign governmental entit\ in such entit\'s regulator\ or official capacit\. 
 

SECTION II – LIMITS OF INSURANCE 
 
1. Policy Aggregate Limit of Insurance  
 

The most We Zill pa\ for all Loss, and Defense Expenses if covered, under this Polic\ is the Polic\ 
Aggregate Limit of Insurance shoZn in the Declarations. The Polic\ Aggregate Limit of Insurance shall be 
reduced b\ the amount of an\ pa\ment made under the terms of this Polic\. Upon e[haustion of the Polic\ 
Aggregate Limit of Insurance b\ such pa\ments, We Zill have no further obligations or liabilit\ of an\ kind 
under this Polic\. 

 
2. Aggregate Sublimit(s) of Insurance 
 
 Subject to the Polic\ Aggregate Limit of Insurance, the most We Zill pa\ for all Loss covered under: 
 

a. Paragraph b(5) of Insuring Agreement 2 - E[tortion Threats: is the Ransom Pa\ments Aggregate 
Sublimit Of Insurance, if an\, shoZn in the Declarations; and 

  
b. Insuring Agreement 4 - Business Income and E[tra E[pense: is the Business Income and E[tra 

E[pense Aggregate Sublimit Of Insurance, if an\, shoZn in the Declarations; and 
 
c. Insuring Agreement 5 - Public Relations E[pense: is the Public Relations E[pense Aggregate 

Sublimit Of Insurance, if an\, shoZn in the Declarations.   
 
The Aggregate Sublimit(s) of Insurance in Paragraphs 2.a., 2.b, and 2.c. are part of, not in addition to, the 
Polic\ Aggregate Limit of Insurance. An\ such Aggregate Sublimit(s) of Insurance shall be reduced b\ the 
amount of an\ pa\ment for Loss under the Insuring Agreement to Zhich such Aggregate Sublimit of 
Insurance applies. Upon e[haustion of an\ Aggregate Sublimit of Insurance b\ such pa\ments, Ze Zill 
have no further obligations or liabilit\ of an\ kind Zith respect to Loss subject to such Sublimit of Insurance.   

 
SECTION III – DEDUCTIBLE 
 
Subject to Section II ± Limits of Insurance: 
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1. Under Insuring Agreements 1 - Securit\ Breach E[pense, 2 - E[tortion Threats, 3 - Replacement or 
Restoration of Electronic Data, 5 - Public Relations E[pense We Zill pa\ onl\ the amount of Loss Zhich is 
in e[cess of the Polic\ Deductible amount shoZn in the Declarations.  

 
2.  Under Insuring Agreement 4 - Business Income and E[tra E[pense:   

 
We Zill pa\ onl\ the amount of Loss Zhich e[ceeds the greater of the folloZing deductible amounts:  
 
a. The Polic\ Deductible Amount shoZn in the Declarations; or  
b. The amount of Loss incurred during the Time Deductible shoZn in the Declarations.  

 
3.  Under Insuring Agreement 6 - Securit\ Breach Liabilit\ Including Pa\ment Card Industr\ (PCI) Fines and 

Penalties:  
 
We Zill pa\ onl\ the amount of Loss and Defense Expenses Zhich is in e[cess of the Polic\ Deductible 
Amount shoZn in the Declarations resulting from the same Wrongful Act or Interrelated Wrongful Acts. 
Such Polic\ Deductible Amount Zill be borne b\ You, self-insured, and at Your oZn risk.  
 

4. In the event a Loss is covered under more than one Insuring Agreement, onl\ the highest deductible 
amount applicable to the Loss shall be applied.   

 
SECTION IV – DEFENSE AND SETTLEMENT 
 
The provisions contained Zithin this section appl\ onl\ to Insuring Agreement 6 - Securit\ Breach Liabilit\ Including 
Pa\ment Card Industr\ (PCI) Fines and Penalties:   
 
We shall have the right and dut\ to select counsel and defend the Insured against an\ Claim covered under 
Insuring Agreement 6.a.(1) - Securit\ Breach Liabilit\ Including Pa\ment Card Industr\ (PCI) Fines and Penalties, 
even if the allegations of such Claim are groundless, false or fraudulent. HoZever, We shall have the right but not 
the dut\ to defend the Insured against a Claim covered under Insuring Agreement 6.a.(2) - Securit\ Breach Liabilit\ 
Including Pa\ment Card Industr\ (PCI) Fines and Penalties, and We shall have no dut\ to defend the Insured 
against an\ Claim Zhich is not covered under this Insuring Agreement.   
 
We ma\, upon the Zritten consent of the Insured, make an\ settlement of a Claim Zhich Ze deem reasonable. If 
the Insured Zithholds consent to such settlement, our liabilit\ for all Loss resulting from such Claim Zill not e[ceed 
the amount for Zhich Ze could have settled such Claim, plus Defense Expenses incurred, as of the date We 
proposed such settlement in Zriting to the Insured. Upon refusing to consent to a settlement We deem reasonable, 
the Insured shall, at its sole e[pense, assume all further responsibilit\ for its defense, including all additional costs 
associated Zith the investigation, defense and/or settlement of such Claim. 
 
SECTION V – EXLCUSIONS 
 
We Zill not be liable for Loss or Defense Expenses based upon, attributable to or arising out of:  
 
1. Lightning, earthquake, hail, volcanic action or an\ other act of nature. HoZever, this e[clusion shall not 

appl\ to Loss under Insuring Agreement 1 - Securit\ Breach E[pense, 5 - Public Relations E[pense or 6 - 
Securit\ Breach Liabilit\ Including Pa\ment Card Industr\ (PCI) Fines and Penalties.  

 
2. An\ of the folloZing:   

a. War, including undeclared or civil Zar or civil unrest;  
b. Warlike action b\ militar\ force, including action hindering or defending against an actual or 

e[pected attack, b\ an\ government, sovereign or other authorit\ using militar\ personnel or other 
agents; or 

c. Insurrection, rebellion, revolution, usurped poZer or action taken b\ government authorit\ in 
hindering or defending against an\ of these.   
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3. The dispersal or application of pathogenic or poisonous biological or chemical materials, nuclear reaction, 
nuclear radiation or radioactive contamination, or an\ related act or incident, hoZever caused. 

 
4. Bodil\ injur\ or ph\sical damage to or destruction of tangible propert\, including loss of use thereof.   
 

³Bodil\ injur\´ means bodil\ injur\, sickness or disease sustained b\ a person, including death resulting 
from an\ of these at an\ time. It also means mental injur\, mental anguish, mental tension, emotional 
distress, pain or suffering or shock sustained b\ an\ person.  

 
HoZever, "bodil\ injur\" does not mean mental anguish or emotional distress resulting directl\ from a 
Security Breach. 

 
5. An\ disruption in normal computer function or netZork service or function due to insufficient capacit\ to 

process transactions or due to an overload of activit\ on a Computer System or netZork. HoZever, this 
e[clusion shall not appl\ if such disruption is caused b\ a Cyber Incident.   

 
6. An\ disruption of i) internet service; or ii) an\ e[ternal telecommunication netZork; regardless of the cause. 

HoZever, this e[clusion shall not appl\ if such disruption is caused b\ a denial of service attack under 
Paragraph b. of Definition 4. Cyber incident.  

 
7. An\ failure of, reduction in or surge of poZer, regardless of the cause. 
   
8. An\ actual or alleged violation of the Racketeer Influenced and Corrupt Organi]ations Act (RICO) and its 

amendments, or similar provisions of an\ federal, state or local statutor\ or common laZ.   
 
9. An\ malfunction or failure of an\ satellite.   
 
10. An\ oral or Zritten publication of material, if done b\ an Insured or at an Insured¶s direction Zith knoZledge 

of its falsit\. 
  
11. An Insured¶s assumption of liabilit\ b\ contract or agreement, Zhether oral or Zritten. HoZever, this 

e[clusion shall not appl\ to an\ liabilit\ that an Insured Zould have incurred in the absence of such contract 
or agreement.   

 
12. An\ actual or alleged patent or trade secret violation, including an\ actual or alleged violation of the Patent 

Act, the Economic Espionage Act of 1996 or the Uniform Trade Secrets Act and their amendments.   
 
13. An\ of the folloZing:   

a. The actual, alleged or threatened discharge, dispersal, seepage, migration, release or escape of 
Pollutants at an\ time;   

b. An\ request, demand, order or statutor\ or regulator\ requirement that an\ Insured or others test 
for, monitor, clean up, remove, contain, treat, deto[if\ or neutrali]e, or in an\ Za\ respond to, or 
assess the effects of, Pollutants; or   

c. An\ Claim or Suit brought b\, or on behalf of, an\ governmental authorit\ for damages because 
of testing for, monitoring, cleaning up, removing, containing, treating, deto[if\ing or neutrali]ing, or 
in an\ Za\ responding to, or assessing the effects of, Pollutants.   

 
14. An\ Claim, Suit or other proceeding against an Insured Zhich Zas pending or e[isted prior to the Polic\ 

Period or arising out of the same or substantiall\ the same facts, circumstances or allegations Zhich are 
the subject of, or the basis for, such Claim, Suit or other proceeding.   

 
15. An\ actions or activities related to an Insured¶s practices as an emplo\er including, but not limited to, 

refusal to emplo\, termination of emplo\ment, coercion, demotion, evaluation, reassignment, discipline, 
defamation, harassment, humiliation, discrimination or malicious prosecution.  This e[clusion applies:   
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a. Whether the injur\-causing event described above occurs before emplo\ment, during emplo\ment 
or after emplo\ment of that person;   

b. Whether the insured ma\ be liable as an emplo\er or in an\ other capacit\; and  
c. To an\ obligation to share damages Zith or repa\ someone else Zho must pa\ damages because 

of the injur\.  
 

HoZever, this e[clusion Zill not appl\ to an\ Claim resulting directl\ from a Privacy Breach related to the 
Personal information of an Employee. 
 

16. An\ Cyber Incident, Extortion Threat, Security Breach, Wrongful Act, or Interrelated Wrongful Acts 
that an\ Insured became aZare of prior to the effective date of the Polic\.  

 
17. The same facts, Cyber Incident, Extortion Threat, Security Breach, Wrongful Act, or Interrelated 

Wrongful Acts alleged or contained in an\ Claim Zhich has been reported, or in an\ circumstances of 
Zhich notice has been given, under an\ insurance polic\ of Zhich this Polic\ is a reneZal or replacement. 

 
18. An\ criminal, dishonest, malicious or fraudulent act or an\ Zillful violation of an\ statute or regulation 

committed b\ an Insured, acting alone or in collusion Zith others. HoZever, Zith the e[ception of Claims 
e[cluded under E[clusion 12., this e[clusion shall not appl\ to dishonest, malicious or fraudulent acts 
committed b\ an Employee Zhich give rise to a Claim or Loss covered under Insuring Agreements 1 -
Securit\ Breach E[pense and 6 - Securit\ Breach Liabilit\ Including Pa\ment Card Industr\ (PCI) Fines 
and Penalties.   

 
With the e[ception of Claims e[cluded under E[clusion 11, We Zill defend the Insured against an\ Claim 
alleging such acts or violations until final adjudication is rendered against that Insured. Final adjudication 
rendered against one Insured shall not be imputed to an\ other Insured. 
 
We Zill not provide indemnification for an\ Claim to Zhich an\ Insured enters a guilt\ plea or pleads no 
contest and Ze Zill not provide a defense from the time Ze become aZare that an\ Insured intends to so 
plead. 
 

19. An\ action or proceeding brought b\, or on behalf of, an\ governmental authorit\ or regulator\ agenc\ 
including, but not limited to:   

 
a. The sei]ure or destruction of propert\ b\ order of a governmental authorit\; or   
b. Regulator\ actions or proceedings brought b\, or on behalf of, the Federal Trade Commission, 

Federal Communications Commission or other regulator\ agenc\, e[cept Zhen covered under 
Paragraph a(2) of Insuring Agreement 6 - Securit\ Breach Liabilit\ Including Pa\ment Card Industr\ 
(PCI) Fines and Penalties  

 
HoZever, this e[clusion shall not appl\ to actions or proceedings brought b\ a governmental authorit\ or a 
regulator\ agenc\ acting solel\ in its capacit\ as a customer of the Named Insured or of a Subsidiary. 
 

20. An\ costs or e[penses associated Zith upgrading or improving a Computer System regardless of the 
reason.  

  
21. An\ Claim brought or alleged b\ one Insured against another, e[cept for a Claim brought or alleged b\ an 

Employee against an Insured as a result of a Security Breach.   
 
22. Fines, penalties or assessments imposed pursuant to contract or agreement, Zhether oral or Zritten, 

including, but not limited to, Pa\ment Card Industr\ (PCI) fines, penalties or assessments. This e[clusion 
shall not appl\ to the coverage provided under Paragraph (a) 3. of Insuring Agreement 6 - Securit\ Breach 
Liabilit\ Including Pa\ment Card Industr\ (PCI) Fines and Penalties. 

 
23. An\ costs related to loss of an\ virtual currenc\. 
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SECTION VI – CONDITIONS 
 
1. Cancellation 
 

a. The first Named Insured shoZn in the Declarations ma\ cancel this Polic\ b\ mailing or delivering 
to us advance Zritten notice of cancellation. 

 
b. We ma\ cancel this Polic\ b\ mailing or delivering to the first "named insured" Zritten notice of 

cancellation at least: 
 

i. 10 da\s before the effective date of cancellation if Ze cancel for nonpa\ment of premium; 
or 

  ii. 30 da\s before the effective date of cancellation if Ze cancel for an\ other reason. 
 
 c. We Zill mail or deliver Our notice to the first Named Insured¶s last mailing address knoZn to us. 
 

d. Notice of cancellation Zill state the effective date of cancellation. The Polic\ Period Zill end on that 
date. 

 
e. If this Polic\ is canceled, We Zill send the first Named Insured an\ premium refund due.  If We 

cancel, the refund Zill be prorated.  If the first Named Insured cancels, the refund ma\ be less 
than pro rata. The cancellation Zill be effective even if We have not made or offered a refund. 

 
f. If notice is mailed, proof of mailing Zill be sufficient proof of notice. 

 
2. Changes 
 

This Polic\ contains all the agreements betZeen \ou and us concerning the insurance afforded. The first 
Named Insured shoZn in the Declarations is authori]ed to make changes in the terms of this Polic\ Zith 
our consent. This Polic\'s terms can be amended or Zaived onl\ b\ endorsement issued b\ us and made 
a part of this Polic\. 

 
3. Examination of Your Books and Records 
 

We ma\ e[amine and audit \our books and records as the\ relate to this Polic\ at an\ time during the 
Polic\ Period shoZn in the Declarations and up to three \ears afterZard. 

 
4. Inspections and Surveys 
 

We have the right to i) make inspections and surve\s at an\ time; ii) give \ou reports on the conditions We 
find; and iii) recommend changes. 
 
We are not obligated to make an\ inspections, surve\s, reports or recommendations, and an\ such actions 
We do undertake relate onl\ to insurabilit\ and the premiums to be charged. We do not make safet\ 
inspections. We do not undertake to perform the dut\ of an\ person or organi]ation to provide for the health 
or safet\ of Zorkers or the public. And Ze do not Zarrant that conditions i) are safe or healthful; or ii) compl\ 
Zith laZs, regulations, codes or standards. 
 
Paragraphs 4.a. and 4.b. of this condition appl\ not onl\ to Us, but also to an\ rating, advisor\, rate service   
or similar organi]ation Zhich makes insurance inspections, surve\s, reports or recommendations. 

5. Premiums 
 

The first Named Insured shoZn in the Declarations: i) is responsible for the pa\ments of all premiums; and 
ii) Zill bet he pa\ee for an\ return premiums We pa\. 

 
6. Transfer of Your Rights and Duties Under This Policy 
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Your rights and duties under this Polic\ ma\ not be transferred Zithout our Zritten consent, e[cept in the 
case of death of an individual Named Insured. 
 
If You are a sole proprietor and You die, Your rights and duties Zill be transferred to Your legal 
representative but onl\ Zhile acting Zithin the scope of duties as Your legal representative. Until Your legal 
representative is appointed, an\one having proper temporar\ custod\ of Your propert\ Zill have Your rights 
and duties but onl\ Zith respect to that propert\. 

 
7. Subrogation 
 

With respect to an\ pa\ment made under this Polic\, We shall be subrogated to the Insureds rights of 
recover\ to the e[tent of such pa\ment. The Insured shall e[ecute all papers required and shall do 
ever\thing necessar\ to secure and preserve such rights, including the e[ecution of such documents 
necessar\ to enable Us to bring suit in the Insured¶s name. An\ recoveries, less the cost of obtaining them, 
Zill be distributed as folloZs: 
 
a. to You, until You are reimbursed for an\ Loss You sustain that e[ceed the sum of the Polic\ Limit 

of Insurance and the Deductible Amount, if an\; 
b. then to Us, until We are reimbursed for the pa\ment made under this Polic\; and 
c. then to You, until You are reimbursed for that part of the pa\ment equal to the Deductible Amount, 

if an\. 
 
8. Bankruptcy 
 

Your bankruptc\, or the bankruptc\ of Your estate if \ou are a sole proprietor, Zill not relieve Us of Our 
obligations under this Polic\. 

 
9. Representations 
 

You represent that all information and statements contained in the Application are true, accurate and 
complete. All such information and statements are the basis for our issuing this Polic\. Misrepresentation 
of an\ material fact ma\ be grounds for the rescission of this Polic\. 

 
10. Changes in Exposure 
 
 a. Acquisition or Creation of Another Organization 
 
  If before or during the Polic\ Period: 
 

i. You acquire securities or voting rights in another organi]ation or create another 
organi]ation Zhich, as a result of such acquisition or creation, becomes a Subsidiary; or 

ii. You acquire an\ organi]ation through merger or consolidation; 
 
then such organi]ation Zill be covered under this Polic\ but onl\ Zith respect to Wrongful Acts or 
Loss Zhich occurred after the effective date of such acquisition or creation provided, Zith regard 
to Paragraphs 10.a.(1) and 10.a.(2), \ou: 
 
i. Give Us Zritten notice of the acquisition or creation of such organi]ation Zithin 90 da\s 

after the effective date of such action; 
ii. Obtain our Zritten consent to e[tend the coverage provided b\ this Polic\ to such 

organi]ation; and 
iii. Upon obtaining our consent, pa\ us an additional premium. 

 
 b. Acquisition of Named Insured 
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  If during the Polic\ Period: 
 

i. The Named Insured merges into or consolidates Zith another organi]ation, such that the 
Named Insured is not the surviving organi]ation; or 

ii. Another organi]ation, or person or group of organi]ations and/or persons acting in concert, 
acquires securities or voting rights Zhich result in oZnership or voting control b\ the other 
organi]ation(s) or person(s) of more than 50% of the outstanding securities or voting rights 
representing the present right to vote for the election of directors, trustees or managers (if 
a limited liabilit\ compan\) of the Named Insured; 

 
then the coverage afforded under this Polic\ Zill continue until the end of the Polic\ Period, but 
onl\ Zith respect to Claims arising out of Wrongful Acts or Loss Zhich occurred prior to the 
effective date of such merger, consolidation or acquisition. 
 
The full annual premium for the Polic\ Period Zill be deemed to be full\ earned immediatel\ upon 
the occurrence of such merger, consolidation or acquisition of the Named Insured. 
 
The Named Insured must give Zritten notice of such merger, consolidation or acquisition to Us as 
soon as practicable, together Zith such information as We ma\ reasonabl\ require. 

 
c. If, before or during the Polic\ Period, an organi]ation ceases to be a Subsidiary, the coverage 

afforded under this Polic\ Zith respect to such Subsidiary Zill continue until the end of the Polic\ 
Period but onl\ Zith respect to Claims arising out of Wrongful Acts or Loss Zhich occurred prior 
to the date such organi]ation ceased to be a Subsidiary. 

 
11. Other Insurance 
 

Under Insuring Agreements 1 - Securit\ Breach E[pense, 2 - E[tortion Threats, 3 - Replacement or 
Restoration of Electronic Data, 5 - Public Relations E[pense:  
 
a. If an\ covered Claim or Loss is insured b\ an\ other valid  polic\, then this Polic\ shall appl\ as 

primar\ onl\  in  e[cess  of  the  amount  of  an\ deductible,  Zhether such other polic\ is stated to 
be primar\, contributor\, e[cess, contingent or otherZise, unless  such other polic\ is Zritten 
specificall\ e[cess of this Polic\ b\ reference in such other polic\ to this Polic\'s polic\ number. 

 
b. When this Polic\ is e[cess We shall have no dut\ under Insuring Agreement 6 - Securit\ Breach 

Liabilit\ Including Pa\ment Card Industr\ (PCI) Fines and Penalties to defend the Insured against 
an\ Suit if an\ other insurer has a dut\ to defend the Insured against that Suit. 

 
12. Legal Action Against Us 
 

No person or organi]ation has a right: i) to join Us as a part\ or otherZise bring Us into a Suit asking for 
damages from an Insured; or ii) to sue Us under this Polic\ unless all of its terms have been full\ complied 
Zith. 
 
A person or organi]ation ma\ sue Us to recover on an agreed settlement or on a final judgment against an 
Insured, but We Zill not be liable for damages that are not pa\able under Insuring Agreement 6 - Securit\ 
Breach Liabilit\ Including Pa\ment Card Industr\ (PCI) Fines and Penalties, or that are in e[cess of the 
Polic\ Aggregate Limit of Insurance.  An agreed settlement means a settlement and release of liabilit\ 
signed b\ us, the first Named Insured and the claimant or the claimant's legal representative. 
 
You ma\ not bring an\ legal action against Us involving Loss: i) unless You have complied Zith all the 
terms of this Polic\; ii) until 90 da\s after You have filed proof of loss Zith Us; and iii) unless brought Zithin 
tZo (2) \ears from the date You reported the Loss to Us. 
 
If an\ limitation in this condition is prohibited b\ laZ, such limitation is amended so as to equal the minimum 
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period of limitation provided b\ such laZ. 
 

13. Separation of Insureds 
 

E[cept Zith respect to the Polic\ Aggregate Limit of Insurance, and an\ rights or duties specificall\ assigned 
in Insuring Agreement 6 - Securit\ Breach Liabilit\ Including Pa\ment Card Industr\ (PCI) Fines and 
Penalties to the first Named Insured this Polic\ applies separatel\ to each Insured against Zhom Claim 
is made. 

 
14. Duties in the Event of Claim or Loss 
 

After a situation that results in, or ma\ result in, a Loss covered under this Polic\ is Discovered, \ou must 
notif\ Us in Zriting as soon as practicable, but not to e[ceed thirt\ (30) da\s from the date Discovered, 
and cooperate Zith Us in the investigation and settlement of the Claim or Loss. Additionall\: 

 
a. Under Insuring Agreements 1 ± Securit\ Breach E[pense, 2 ± E[tortion Threats, 3 ± Replacement 

or Restortation of Electronic Data, and 4 ± Business Income and E[tra E[pense, You must: 
 
 i. notif\ local laZ enforcement officials; 
 ii. submit to e[amination under oath at Our request and give Us a signed statement of \our 

ansZers; and 
  iii. give Us a detailed, sZorn proof of loss Zithin one hundred tZent\ (120) da\s. 
 
  In addition, under Insuring Agreement 2 ± E[tortion Threats, You must: 
 
  i. determine that the Extortion Threat has actuall\ occurred; 
  ii. Zith respect to Ransomware, make ever\ reasonable effort to access \ou Electronic Data  

from backup, if an\, and to remediate the cause of the Ransomware; 
iii. make ever\ reasonable effort to immediatel\ notif\ Us before making an\ ransom pa\ment 

based upon the Extortion Threat; and  
iv. approve an\ ransom pa\ment based upon the Extortion Threat. 

 
b. Under Insuring Agreement 6 ± Securit\ Breach Liabilit\ Including Pa\ment Card Industr\ (PCI) 

Fines and Penalties, You must: 
 
 i. immediatel\ record the specifics of the Claim and the date Discovered; 
 ii. immediatel\ send Us copies of an\ demands, notices, summonses or legal papers  

received in connection Zith the Claims; 
  iii. authori]e Us to obtain records and other information; and 
  iv. assist Us, upon Our require, in the enforcement of an\ right against an\ person or  

organi]ation Zhich ma\ be liable to You because of a Loss to Zhich this Polic\ ma\ also 
appl\. 

 
You Zill not, e[cept at \our oZn cost, voluntaril\ make a pa\ment, assume an\ obligation or incur 
an\ e[pense Zithout our consent. 

 
15. Extended Period to Discover Loss 
 

We Zill pa\ for Loss (and Defense Expenses under Insuring Agreement 6 - Securit\ Breach Liabilit\ 
Including Pa\ment Card Industr\ (PCI) Fines and Penalties Or Penalties) resulting directl\ from an\ Cyber 
Incident, Extortion Threat, Security Breach, or Claim taking place prior to the effective date of 
cancellation of this Polic\, Zhich is Discovered no later than si[t\ (60) da\s from the date of that 
cancellation. HoZever, this e[tended period to Discover such Loss terminates immediatel\ upon the 
effective date of an\ other insurance obtained b\ You, Zhether from Us or another insurer, replacing in 
Zhole or in part the coverage afforded under this Polic\, Zhether or not such other insurance provides 
coverage for Loss resulting directl\ from an\ Cyber Incident, Extortion Threat, Security Breach, or 
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Claim taking place prior to its effective date. 
 
16. Valuation – Settlement 
 

All premiums, limit(s) of insurance, deductible amounts, Loss and an\ other monetar\ amounts under this 
Polic\ are e[pressed and pa\able in the currenc\ of the United States of America. If judgment is rendered, 
settlement is agreed to or another component of Loss under this Polic\ is e[pressed in an\ currenc\ other 
than United States of America dollars, pa\ment under this Polic\ shall be made in United States dollars at 
the rate of e[change published in The Wall Street Journal on the date the final judgment is entered, 
settlement amount is agreed upon or the other component of Loss is due, respectivel\. 
 
With respect to Loss covered under Insuring Agreement 4 ± Business Income and E[tra E[pense, the 
amount of ³business income´ Zill be determined based on consideration of: 
 
a. the net income generated from You E-commerce Activities before the Interruption occurred; 
b. The likel\ net income generated b\ Your E-commerce Activities if no Interruption had occurred, 

but not including an\ net income that Zould likel\ have been earned as a result of an increase in 
the volume of business due to favorable business conditions caused b\ the impact of the Cyber 
Incident on customers or on other businesses; 

c. The operating e[penses, including pa\roll, necessar\ to resume Your E-commerce Activities Zith 
the same qualit\ of service that e[isted before the Interruption; and 

d. Other relevant sources of information, including \our financial records and accounting procedures, 
bills, invoices and other vouchers, and debts, liens and contracts. 

 
HoZever, the amount of "business income" Zill be reduced to the e[tent that the reduction in the volume of 
business from the affected E-commerce Activities is offset b\ an increase in the volume of business from 
other channels of commerce such as via telephone, mail or other sources. 
 
With respect to Loss covered under Insuring Agreement 4 ± Business Income and E[tra E[pense, the 
amount of ³e[tra e[pense´ Zill be determined based on: 
 
a. necessar\ e[penses that e[ceed the normal operating e[penses that Zould have been incurred in 

the course of Your E-commerce Activities during the period of coverage if no Interruption had 
occurred.  We Zill deduct from the total of such e[penses the salvage value that remains of an\ 
propert\ bought for temporar\ use during the period of coverage once Your E-commerce 
Activities are resumed; and 

b. Necessar\ e[penses that reduce the "business income" Loss that otherZise Zould have been 
incurred during the period of coverage. 

 
17. Confidentiality 
 

Under Insuring Agreement 2 - E[tortion Threats, Insureds must make ever\ reasonable effort not to divulge 
the e[istence of this coverage. 

 
18. Territory 
 

This Polic\ covers Wrongful Acts Zhich occurred an\Zhere in the Zorld. HoZever, Suits must be brought 
in the United States of America (including its territories and possessions), Puerto Rico or Canada. 

 
19. Policy Bridge – Discovery Replacing Loss Sustained 
 

If this Polic\ replaces insurance that provided You Zith an e[tended period of time after cancellation in 
Zhich to Discover Loss resulting directl\ from an\ Cyber Incident, Extortion Threat, Security Breach, 
or Claim and Zhich did not terminate at the time this Polic\ became effective: 
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We Zill not pa\ for an\ Loss resulting directl\ from an\ Cyber Incident, Extortion Threat, Security 
Breach, or Claim that occurred during the Polic\ Period of that prior insurance Zhich is Discovered during 
such e[tended period of time, unless the amount of that Loss e[ceeds the Limit of Insurance and 
Deductible Amount of that prior insurance. In that case, Ze Zill pa\ for the e[cess Loss subject to the terms 
and conditions of this Polic\. 
 
HoZever, an\ pa\ment Ze make for the e[cess Loss Zill not be greater than the difference betZeen the 
Limit of Insurance and Deductible Amount of that prior insurance and the Limit of Insurance shoZn in the 
Declarations.  We Zill not appl\ the Deductible Amount shoZn in the Declarations to this e[cess Loss. 
 

 Condition 11 ± Other Insurance does not appl\ to this condition. 
 

SECTION VII – DEFINITIONS 
 
1. Application means the signed application for this Polic\, including an\ attachments and other materials 

submitted in conjunction Zith the signed application. 
 

2. Card Company means American E[press, Discover Financial Services, JCB International, MasterCard 
WorldZide, Visa Inc. or an\ other credit card compan\ that requires its merchants to adhere to the Pa\ment 
Card Industr\ (PCI) Data Securit\ Standards. 

 
3. Claim means: 
 
 a. a Zritten demand for monetar\ or nonmonetar\ damages, including injunctive relief; 

b. a civil proceeding commenced b\ the service of a complaint or similar proceeding;  
c. under Paragraph a.(2) of Insuring Agreement 6 - Securit\ Breach Liabilit\ Including Pa\ment Card 

Industr\ (PCI) Fines and Penalties, a Regulatory Proceeding commenced b\ the filing of a notice 
of charges, formal investigative order, service of summons or similar document; or 

d. under Paragraph a (3). of Insuring Agreement 6 - Securit\ Breach Liabilit\ Including Pa\ment Card 
Industr\ (PCI) Fines and Penalties an action brought b\ a Card Company of the Pa\ment Card 
Industr\ (PCI), 

 
 against an\ Insured for a Wrongful Act, including an\ appeal therefrom. 
 
4. Computer System means an\ computer, including transportable or handheld devices, electronic storage 

devices and related peripheral components; an\ s\stems and applications softZare, or an\ related   
telecommunications netZorks connected to or used in connection Zith such computer or devices: i) Zhich 
collects, transmits, processes, stores or retrieves Your Electronic Data; and ii) Zhich is: 

  
 a. oZned b\ You; 
 b. leased b\ You and operation b\ an\ Insured; 
 c. oZned and operated b\ an Employee Zho has agreed in Zriting to Your personal devise use polic\; 

d. operated b\ an authori]ed Third Party, but onl\ Zith respect to Your Electronic Data. 
 
5. Cyber Incident means: 
 

a. An\ i) Hacker attack; ii) Malicious code; or iii) Virus that is directed at, enacted upon or introduced 
into a Computer System (including \our Electronic Data) and is designed to access, alter, 
corrupt, damage, delete, destro\, disrupt, encr\pt, use or prevent or restrict access to or the use of 
an\ part of a Computer System (including \our Electronic Data) or otherZise disrupt its normal 
functioning or operation. 

 
Recurrence of the same Virus after a Computer System has been restored shall constitute a 
separate Cyber Incident. 
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b. An\ denial of service attack specificall\ directed at \ou Zhich disrupts, prevents or restricts access 
to or use of a Computer System, as defined in Paragraph 3.b.(1), (2) or (3), or otherZise disrupts 
its normal functioning or operation. 

  
6. Discovery or Discovered means the time Zhen an\ Insured first becomes aZare of facts Zhich Zould 

cause a reasonable person to assume that a Loss covered b\ this Polic\ has been or Zill be incurred, 
regardless of Zhen the act or acts causing or contributing to such Loss occurred, even though the e[act 
amount or details of Loss ma\ not then be knoZn. 

 
Discovery or Discovered also means the time Zhen an\ Insured first receives notice of an actual or 
potential Claim in Zhich it is alleged that \ou are liable to a third part\ under circumstances Zhich, if true, 
Zould constitute a Loss under this Polic\. 

 
7. E-commerce Activities means those activities conducted b\ \ou in the normal conduct of \our business 

via \our Zeb site or \our e-mail s\stem. 
 
8. Electronic Data means information, facts, images or sounds stored as or on, created or used on, or 

transmitted to or from computer softZare (including s\stems and applications softZare) on electronic 
storage devices including, but not limited to, hard or flopp\ disks, CD-ROMs, tapes, drives, cells, data 
processing devices or an\ other media Zhich are used Zith electronicall\ controlled equipment.    
Electronic Data is not tangible propert\. 

 
Electronic Data does not include \our Electronic Data that is licensed, leased, rented or loaned to others. 

 
9. Employee means an\ natural person Zho Zas, noZ is, or Zill be: 
 
 a. emplo\ed on a full- or part-time basis; 

b. furnished temporaril\ to \ou to substitute for a permanent emplo\ee on leave or to meet seasonal 
or short-term Zorkload conditions; 

c. leased to \ou b\ a labor leasing firm under an agreement betZeen \ou and the labor leasing firm 
to perform duties related to the conduct of \our business but does not mean a temporar\ emplo\ee 
as defined in this Paragraph 9.b.; 

d. an officer; 
e. a director, trustee or manager (if a limited liabilit\ compan\); 
f. a volunteer Zorker; or 
g. a partner or member (if a limited liabilit\ compan\); 

 
of the Named Insured and those of an\ organi]ation qualif\ing as a Subsidiary under the terms of this 
Polic\, but onl\ Zhile acting Zithin the scope of their duties as determined b\ the Named Insured or such 
Subsidiary. 

 
10. Extortion Threat means a threat or series of related threats: 
 
 a. to perpetrate a Cyber Incident; 

b. to disseminate, divulge or utili]e: i) Your proprietar\ information; or ii) Zeakness in the source code 
Zithin a Computer System b\ gaining unauthori]ed access to a Computer System; 

c. to destro\, corrupt or prevent normal access to a Computer System (including Your Electronic 
Data) b\ gaining or having gained unauthori]ed access to a Computer System; 

d. to inflict Ransomware on a Computer System; or 
e. to publish Your client¶s or Employee¶s Personal Information. 

 
 Extortion Threat does not include a threat or series of threats to an\ Third Party. 
 
11. Hacker means a person Zho accesses a Computer System (including Your Electronic Data) Zho is: i) 

not authori]ed to have such access; or ii) authori]ed to have such access but Zho uses such access in an 
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unauthori]ed manner. 
 
12. Insured means an\ Named Insured and its Employees. 
 
13. Interrelated Wrongful Acts means all Wrongful Acts that have as a common ne[us an\: i) fact, 

circumstance, situation, event, transaction or cause; or ii) a series of casuall\ connected facts, 
circumstances, situations, events, transactions or causes. 

 
14. Interruption means: 
 
 a. With respect to a Cyber Incident: 
  
  i. An unanticipated cessation or sloZdoZn for Your E-Commerce Activities; or 

ii. \our suspension of Your E-Commerce Activities for the purpose of avoiding or mitigating 
the possibilit\ of transmitting a Virus or malicious code to another person or organi]ation; 

  
 and, Zith regard to Paragraphs 14.a.(1) and 14.a.(2), shall be deemed to begin Zhen \our 

E-Commerce Activities are interrupted and ends at the earliest of: 
 
 1) ninet\ (90) da\s after the Interruption begins; 
 2) the time Zhen \ou E-Commerce Activities are resumed; or 
 3) the time Zhen service is restored to You. 
 

b. Zith respect to an Extortion Threat, Your voluntar\ suspension of Your E-Commerce Activities:  
 

i. based upon clear evidence of a credible threat; or  
ii. based upon the recommendation of a securit\ firm, if an\;  
 

and, Zith regard to Paragraphs 14.a.(1) and 14.a.(2), shall be deemed to begin Zhen \our 
E-Commerce Activities are interrupted and ends at the earliest of: 
 
1) fourteen (14) da\s after the Interruption begins; 
2) the time Zhen \ou E-Commerce Activities are resumed; or 

 3) the time Zhen service is restored to You. 
 
15. Loss means the definitions set forth in each of the respective Insuring Agreements 1, 2, 3, 4, 5, and 6 of 

Section 1 ± Insuring Agreements. 
 
16. Named Insured means the entit\ or entities shoZn in the Declarations and an\ Subsidiary. 

 
17. Personal Information means an\ information not available to the general public for an\ reason through 

Zhich an individual ma\ be identified including, but not limited to, an individual¶s: 
 
 a. social securit\ number, driver¶s license number or state identification number; 
 b. protected health information; 

c. Financial account numbers; 
d. Securit\ codes, passZords, PINs associated Zith credit, debit or charge card numbers Zhich Zould 

permit access to financial accounts; or 
e. An\ other nonpublic information as defined in Privacy Regulations. 

 
18. Pollutants means an\ solid, liquid, gaseous or thermal irritant or contaminant, including smoke, vapor, 

soot, fumes, acids, alkalis, chemicals and Zaste.  Waste includes materials to be rec\cled, reconditioned 
or reclaimed.  

19. Privacy Regulations means an\ of the folloZing statutes and regulations, and their amendments, 
associated Zith the control and use of personall\ identifiable financial, health or other sensitive information 
including, but not limited to: 

SPECIM
EN



CY CW 99 12 19           Includes cop\righted material of Insurance Services Office, Inc., Zith its permission  

 
a.  The Health Insurance Portabilit\ and Accountabilit\ Act of 1996 (HIPAA) (Public LaZ 104-191); 
b.  The Health Information Technolog\ for Economic and Clinical Health Act (HITECH) (American 

Recover\ and Reinvestment Act of 2009); 
c.  The Gramm-Leach-Blile\ Act of 1999; 
d.  Section 5(a) of the Federal Trade Commission Act (15 U.S.C. 45(a)), but solel\ for alleged unfair 

or deceptive acts or practices in or affecting commerce; 
e.  The Identit\ Theft Red Flags Rules under the Fair and Accurate Credit Transactions Act of 2003; 

or 
f.  An\ other similar state, federal or foreign identit\ theft or privac\ protection statute or regulation. 

 
20. Ransomware means an\ softZare that is used to demand a ransom pa\ment b\: i) restricting access to a 

Computer System; or encr\pting Your Electronic Data held Zithin a Computer S\stem. 
 
21. Security Breach means a privac\ breach that includes the acquisition of Personal Information held Zithin 

a Computer System or in non-electronic form at Zhile in the care, custod\ or control of the Insured or 
authori]ed Third Party b\ a person: i) no authori]ed to have access to such information; or ii) authori]ed 
to have access to such information but Zhose access results in the unauthori]ed disclosure of such 
information. 

 
22. Subsidiary means an\ organi]ation in Zhich more than 50% of the outstanding securities or voting rights 

representing the present right to vote for the election of directors, trustees, managers (if a limited liabilit\ 
compan\) or persons serving in a similar capacit\ is oZned, in an\ combination, b\ one or more Named 
Insureds. 

 
23. Suit means a civil proceeding in Zhich damages to Zhich this Polic\ applies are claimed against the 

Insured. Suit includes: 
 

a.  an arbitration proceeding in Zhich such damages are claimed and to Zhich the "insured" submits 
Zith our consent; or 

b.  an\ other alternative dispute resolution proceeding in Zhich such damages are claimed and to 
Zhich the ³insured´ submits Zith our consent. 

 
Suit does not include a civil proceeding seeking recognition and/ or enforcement of a foreign mone\ 
judgment. 

 
24. Third Party means an\ entit\ that \ou engage under the terms of a Zritten contract to perform services for 

You. 
 
25. Virus means an\ kind of malicious code designed to damage or destro\ an\ part of a Computer System 

(including Your Electronic Data) or disrupt its normal functioning. 
 
26. Wrongful Act means an\ actual or alleged: 

 
a. Security Breach; 
b. failure to prevent unauthori]ed access to, or use of, electronic or non-electronic data containing 

Identit\ Information; 
c. failure to prevent the transmission of a Virus through a Computer System into a computer netZork, 

an\ application softZare, or a computer operating s\stem or related netZork that is not rented, 
oZned, leased b\, licensed to or under the direct operational control of the Insured; or 

d. failure to provide notification of an\ actual or potential Security Breach if such notification is 
required b\ an\ securit\ breach notification laZ, 
 
b\, or asserted against, an Insured 
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THIS ENDORSEMENT CHANGES THE POLICY.  PLEASE READ IT CAREFULLY. 
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COMPUTER AND FUNDS TRANSFER FRAUD 
 
This endorsement modifies insurance provided under the following: 

 
COMMERCIAL CYBER INSURANCE POLICY 

 
With regard to this Computer And Funds Transfer 
Fraud endorsement, the provisions of the Policy to 
which this endorsement is attached apply, unless 
modified by this endorsement. 
A. The following Insuring Agreement is added to 

Section I – Insuring Agreements: 
Computer And Funds Transfer Fraud  

 1. We will pay for: 
 a. "Loss" resulting directly from a fraudulent: 
 (1) Entry of "electronic data" or "computer 

program" into; or 
 (2) Change of "electronic data" or 

"computer program" within; 
a "computer system", provided the 
fraudulent entry or fraudulent change 
causes, with regard to Paragraphs 1.a.(1) 
and 1.a.(2): 

 (a) Money, securities or other property 
to be transferred, paid or delivered; 
or 

 (b) Your account at a financial institution 
to be debited or deleted. 

 b. "Loss" resulting directly from a "fraudulent 
instruction" directing a financial institution to 
debit your "transfer account" and transfer, 
pay or deliver money or securities from that 
account.  

 2. As used in Paragraph 1.a., fraudulent entry or 
fraudulent change of "electronic data" or 
"computer program" shall include such entry or 
change made by an "employee" acting, in good 
faith, upon a "fraudulent instruction" received 
from a computer software contractor who has a 
written agreement with you to design, 
implement or service "computer programs" for 
a "computer system" covered under this 
Insuring Agreement. 

 3. With respect to this Insuring Agreement:  
 a. "Loss" means:  
 (1) In Paragraph A.1.a.: 
 (a) Money, securities or other property 

to be transferred, paid or delivered; 
or 

 (b) Your account at a financial institution 
to be debited or deleted.  

 (2) In Paragraph A.1.b., transferring, paying 
or delivering money or securities from 
your "transfer account".  

 b. "Fraudulent instruction" means: 
 (1) With regard to Paragraph A.1.b.: 
 (a) A computer, telegraphic, cable, 

teletype, telefacsimile, telephone or 
other electronic instruction directing 
a financial institution to debit your 
"transfer account" and to transfer, 
pay or deliver money or securities 
from that "transfer account", which 
instruction purports to have been 
issued by you, but which in fact was 
fraudulently issued by someone else 
without your knowledge or consent. 

 (b) A written instruction issued to a 
financial institution directing the 
financial institution to debit your 
"transfer account" and to transfer, 
pay or deliver money or securities 
from that "transfer account", through 
an electronic funds transfer system 
at specified times or under specified 
conditions, which instruction purports 
to have been issued by you, but 
which in fact was issued, forged or 
altered by someone else without 
your knowledge or consent. SPECIM
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 (c) A computer, telegraphic, cable, 
teletype, telefacsimile, telephone or 
other electronic or written instruction 
initially received by you, which 
instruction purports to have been 
issued by an "employee", but which 
in fact was fraudulently issued by 
someone else without your or the 
"employee's" knowledge or consent. 

 (2) With regard to Paragraph A.2.: 
A computer, telegraphic, cable, teletype, 
telefacsimile, telephone or other 
electronic, written or voice instruction 
directing an "employee" to enter or 
change "electronic data" or "computer 
programs" within a "computer system" 
covered under this Insuring Agreement, 
which instruction in fact was fraudulently 
issued by your computer software 
contractor. 

 c. "Transfer account" means an account 
maintained by you at a financial institution 
from which you can initiate the transfer, 
payment or delivery of "money" and 
"securities": 

 (1) By means of computer, telegraphic, 
cable, teletype, telefacsimile, telephone 
or other electronic instructions; or  

 (2) By means of written instructions 
establishing the conditions under which 
such transfers are to be initiated by such 
financial institution through an electronic 
funds transfer system. 

B. Paragraph 1. of Section III – Deductible is 
replaced by the following: 

 1. Under Insuring Agreements 1. Security Breach 
Expense, 2. Extortion Threats, 3. Replacement 
Or Restoration Of Electronic Data, 5. Public 
Relations Expense and Paragraph A.1. of this 
endorsement: 
We will pay only the amount of "loss" which is 
in excess of the Policy Deductible Amount 
shown in the Declarations. 

C. The following is added to Section V – 
Exclusions:  

 1. We will not be liable for "loss" resulting from:  
 a. A fraudulent: 
 (1) Entry of "electronic data" or "computer 

program" into; or 
 (2) Change of "electronic data" or 

"computer program" within; 
a "computer system", by a person or 
organization with authorized access to such 
"computer system", except when covered 
under Paragraph A.2. 

 b. The use or purported use of credit, debit, 
charge, access, convenience, identification, 
stored-value or other cards or the 
information contained on such cards. 

 c. The giving or surrendering of property in 
any exchange or purchase. 

 d. An "employee" or financial institution acting 
upon any instruction to: 

 (1) Transfer, pay or deliver money, 
securities or other property; or 

 (2) Debit or delete your account; 
which instruction proves to be fraudulent, 
except when covered under Paragraph A.2. 

 2. We will not be liable for "loss", or that part of 
any "loss", the proof of which as to its 
existence or amount is dependent upon: 

 a. An inventory computation; or 
 b. A profit and loss computation. 
D. Under Section VI – Conditions: 

The introductory statement to Paragraph a. of the 
Duties In The Event Of Claim Or Loss Condition 
is replaced by the following: 

 a. Under Insuring Agreements 2. Extortion 
Threats, 3. Replacement Or Restoration Of 
Electronic Data and this Insuring Agreement, 
you must:  
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DECLARATIONS FOR A COMMERCIAL 
CYBER INSURANCE POLICY 

 
THIS INSURANCE POLICY PROVIDES COVERAGE ON A CLAIMS-MADE AND REPORTED 
BASIS AND APPLIES ONLY TO CLAIMS FIRST MADE AND REPORTED TO THE INSURER 
DURING THE POLICY PERIOD OR ANY APPLICABLE EXTENDED PERIOD. 
 
DEFENSE EXPENSES, WHERE APPLICABLE, ARE INCLUDED IN THE LIMITS OF 
INSURANCE, AND PAYMENT THEREOF WILL ERODE, AND MAY EXHAUST THE LIMITS 
OF INSURANCE. 
 
PLEASE READ YOUR POLICY CAREFULLY. 
 
The Zords ³You´ and ³Your´ refer to the Named InVXred shoZn in the Declarations. The Zords 
³We´, ³Us´ and ³Our´ refer to the Compan\ providing this insurance. 
 
In return for the pa\ment of premium, and subject to all the terms and conditions of this Polic\, 
We agree Zith You to provide the insurance as stated in this Polic\. 
 
Compan\ Name: 
 

National Specialt\ Insurance Compan\, a stock compan\ 
1900 L Don Dodson Drive 
Bedford, TX 76021 
 

Producer Name: 
 
 
Named Insured: 
 
 
Polic\ Number: 
 
Mailing Address: 
 
 
Polic\ Period: 

From: 
To: 
12.01 AM standard time at the Insured¶s mailing address shoZn above 
 

Website Address(es): 
 
T\pe Of Business Organi]ation (Check appropriate bo[): 
 
  Private  Public 
  Investment Fund  Not for Profit 
  Government   
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Annual Premium: 
 

$ 

Fees/Assessment: 
 

$ 

Polic\ Aggregate Limit of Insurance: 
 

$ 

Polic\ Deductible Amount: 
 

$ 

Business Income and E[tra E[pense Time Deductible: 
 

Hours 

Retroactive Dates: <Full Prior Acts> 
Premium Discount: 
 

$ 

Aggregate Sublimit(s) of Insurance: 
 

Percentage Dollars 

Insuring Agreement 2. E[tortion Threat ± Ransom 
Pa\ments 

% $ 

Insuring Agreement 4. Business Income and E[tra 
E[pense 

% $ 

Insuring Agreement 5. Public Relations E[pense 
 

% $ 

Endorsements: 
 

Effective Premium 

<Social Engineering> <01/01/2020> 
 

$ 

 
 
Claims Information: 
 
To report Claims, please use the contact information beloZ: 

Phone Number: <999-999-9999> 
Email: <test@test.com> 
Program ID Number: <1234> 
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HARDWARE REPLACEMENT COSTS ENDORSEMENT 
 
 
HaUGZaUH RHSOaFHPHQW CRVWV CRYHUaJH LLPLW:  <$50,000> 
 
TKLV HQGRUVHPHQW PRGLILHV LQVXUDQFH SURYLGHG XQGHU WKH IROORZLQJ: 
COMMERCIAL CYBER INSURANCE POLICY 

 
 
UQOHVV PRGLILHG E\ WKLV HDUGZDUH RHSODFHPHQW CRVWV EQGRUVHPHQW, DOO SURYLVLRQV RI WKH PROLF\ WR ZKLFK 
WKLV HQGRUVHPHQW LV DWWDFKHG, DV DOO WHUPV DQG FRQGLWLRQV, UHPDLQ XQFKDQJHG DQG DSSOLFDEOH. 
 
TKLV HQGRUVHPHQW H[WHQGV FHUWDLQ FRYHUDJHV. TKH KHDGHUV LQ WKLV HQGRUVHPHQW DUH RQO\ IRU FRQYHQLHQFH. 
RHDG WKH HQWLUH SROLF\ FDUHIXOO\ WR GHWHUPLQH ULJKWV, GXWLHV DQG ZKDW LV DQG LV QRW FRYHUHG. 
 
 
I. TKH IROORZLQJ IQVXULQJ AJUHHPHQW LV DGGHG WR WKH HQG RI SECTION I ± INSURING AGREEMENTS: 
 

7. HaUGZaUH RHSOaFHPHQW CRVWV: 
 

WH ZLOO SD\ IRU LRVV GLUHFWO\ UHVXOWLQJ IURP D C\EHU IQFLGHQW ILUVW DLVFRYHUHG GXULQJ WKH PROLF\ 
PHULRG, DV VKRZQ RQ WKH DHFODUDWLRQV, WR PLWLJDWH WKH SRWHQWLDO RI D IXWXUH C\EHU IQFLGHQW RU 
SHFXULW\ BUHaFK.   
 
WLWK UHVSHFW WR WKLV IQVXULQJ AJUHHPHQW, LRVV PHDQV WKH FRVW WR UHSODFH KDUGZDUH, LQFOXGLQJ 
EXW QRW OLPLWHG WR, FRPSXWHUV RU DQ\ DVVRFLDWHG GHYLFHV RU HTXLSPHQW RSHUDWHG E\, DQG HLWKHU 
RZQHG E\ RU OHDVHG WR, WKH IQVXUHG WKDW DUH XQDEOH WR IXQFWLRQ DV LQWHQGHG GXH WR FRUUXSWLRQ 
RU GHVWUXFWLRQ RI VRIWZDUH RU ILUPZDUH. 
 
WLWK UHVSHFW WR WKLV IQVXULQJ AJUHHPHQW, LRVV GRHV QRW LQFOXGH DQ\ VXPV LQFXUUHG UHODWHG WR 
ODERU FRVWV. 
 
 

II. TKH IROORZLQJ LV DGGHG WR SECTION II ± LIMITS OF INSURANCE 
 

2. AJJUHJaWH SXEOLPLW(V) RI IQVXUaQFH 
 

SXEMHFW WR WKH PROLF\ AJJUHJDWH LLPLW RI IQVXUDQFH, WKH PRVW WH ZLOO SD\ IRU DOO LRVV FRYHUHG XQGHU: 
 

d. IQVXULQJ AJUHHPHQW ± HDUGZDUH RHSODFHPHQW CRVW LV WKH HDUGZDUH RHSODFHPHQW CRVW 
AJJUHJDWH SXEOLPLW RI IQVXUDQFH, LI DQ\, VKRZQ LQ WKLV HQGRUVHPHQW RU LQ WKH DHFODUDWLRQV.  

 
TKH AJJUHJDWH SXEOLPLW(V) RI IQVXUDQFH LQ PDUDJUDSK 2.G. DUH SDUW RI, QRW LQ DGGLWLRQ WR WKH PROLF\ 

AJJUHJDWH LLPLW RI IQVXUDQFH. AQ\ VXFK AJJUHJDWH SXEOLPLW(V) RI IQVXUDQFH VKDOO EH 
UHGXFHG E\ WKH DPRXQW RI DQ\ SD\PHQW IRU LRVV XQGHU WKH IQVXULQJ AJUHHPHQW WR ZKLFK 
VXFK AJJUHJDWH SXEOLPLW RI IQVXUDQFH DSSOLHV. USRQ H[KDXVWLRQ RI DQ\ AJJUHJDWH SXEOLPLW 
RI IQVXUDQFH E\ VXFK SD\PHQWV, WH ZLOO KDYH QR IXUWKHU REOLJDWLRQV RU OLDELOLW\ RI DQ\ NLQG 
ZLWK UHVSHFW WR LRVV VXEMHFW WR VXFK SXEOLPLW RI IQVXUDQFH. 
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III. TKH IROORZLQJ LV DGGHG WR SECTION III ± DEDUCTIBLE 
 

5. UQGHU IQVXULQJ AJUHHPHQW ± HDUGZDUH RHSODFHPHQW CRVW  
 
WH ZLOO SD\ RQO\ WKH DPRXQW RI LRVV ZKLFK LV LQ H[FHVV RI WKH PROLF\ DHGXFWLEOH DPRXQW VKRZQ LQ WKH 

DHFODUDWLRQV. 
 
 
IV. E[FOXVLRQ 4 LQ SECTION V ± EXCLUSIONS LV GHOHWHG LQ LWV HQWLUHW\ DQG UHSODFHG ZLWK WKH IROORZLQJ: 
 

4. BRGLO\ IQMXU\  
 
BRGLO\ IQMXU\ PHDQV ERGLO\ LQMXU\, VLFNQHVV RU GLVHDVH VXVWDLQHG E\ D SHUVRQ, LQFOXGLQJ GHDWK 
UHVXOWLQJ IURP DQ\ RI WKHVH DW DQ\ WLPH. IW DOVR PHDQV PHQWDO LQMXU\, PHQWDO DQJXLVK, PHQWDO 
WHQVLRQ, HPRWLRQDO GLVWUHVV, SDLQ RU VXIIHULQJ RU VKRFN VXVWDLQHG E\ DQ\ SHUVRQ.  
 
HRZHYHU, BRGLO\ IQMXU\ GRHV QRW PHDQ PHQWDO DQJXLVK RU HPRWLRQDO GLVWUHVV UHVXOWLQJ GLUHFWO\ 
IURP D SHFXULW\ BUHaFK. 
 
 

V. UQGHU SECTION VII ± DEFINITIONS WKH GHILQLWLRQ RI LRVV LV GHOHWHG LQ LWV HQWLUHW\ DQG UHSODFHG 
ZLWK WKH IROORZLQJ: 

 
LRVV PHDQV WKH GHILQLWLRQV VHW IRUWK LQ HDFK RI WKH UHVSHFWLYH IQVXULQJ AJUHHPHQWV 1, 2, 3, 4, 
5, 6, DQG 7 RI SHFWLRQ 1 ± IQVXULQJ AJUHHPHQWV 

 
 
AOO RWKHU WHUPV DQG FRQGLWLRQV UHPDLQ XQFKDQJHG. 

SPECIM
EN



 
 
 
 

THIS ENDORSEMENT CHANGES THE POLICY.  PLEASE READ IT CAREFULLY. 
 

CY CW 87 03 20  PDJH 1 RI 2 

POST BREACH REMEDIATION COVERAGE 
ENDORSEMENT 

 
 
PRVW BUHacK RHPHdLaWLRQ CRYHUaJH LLPLW:  <$50,000> 
 
 
TKLV HQGRUVHPHQW PRGLILHV LQVXUDQFH SURYLGHG XQGHU WKH IROORZLQJ: 

COMMERCIAL CYBER INSURANCE POLICY 
 
 
UQOHVV PRGLILHG E\ WKLV BHWWHUPHQWV EQGRUVHPHQW, DOO SURYLVLRQV RI WKH PROLF\ WR ZKLFK WKLV HQGRUVHPHQW LV 
DWWDFKHG, DV ZHOO DV DOO WHUPV DQG FRQGLWLRQV, UHPDLQ XQFKDQJHG DQG DSSOLFDEOH. 
 
TKLV HQGRUVHPHQW H[WHQGV FHUWDLQ FRYHUDJHV. TKH KHDGHUV LQ WKLV HQGRUVHPHQW DUH RQO\ IRU FRQYHQLHQFH. 
RHDG WKH HQWLUH SROLF\ FDUHIXOO\ WR GHWHUPLQH ULJKWV, GXWLHV DQG ZKDW LV DQG LV QRW FRYHUHG. 
 
 
I. TKH IROORZLQJ IQVXULQJ AJUHHPHQW LV DGGHG WR WKH HQG RI SECTION I ± INSURING AGREEMENTS: 

 
7. PRVW BUHacK RHPHdLaWLRQ: 

 
WH ZLOO SD\ WKH LRVV, ZLWK OXU SULRU ZULWWHQ DSSURYDO, WR UHVROYH DQ\ YXOQHUDELOLWLHV RU 
ZHDNQHVVHV LQ \RXU CRPSXWHU S\VWHP WKDW DUH LGHQWLILHG E\ DQ LQGHSHQGHQW VHFXULW\ ILUP DIWHU 
D C\bHU IQcLdHQW RU SHcXULW\ BUHacK.  TKH XSJUDGHV RU LPSURYHPHQWV PXVW EH GHWHUPLQHG 
E\ WKH LQGHSHQGHQW VHFXULW\ ILUP WR UHGXFH WKH SUREDELOLW\ RU SRWHQWLDO GDPDJH IURP D C\bHU 
IQcLdHQW RU SHcXULW\ BUHacK LQ WKH IXWXUH.  
 
WLWK UHVSHFW WR WKLV IQVXULQJ AJUHHPHQW, LRVV DSSOLHV VROHO\ WR ODERU FRVWV 
 
 

II. TKH IROORZLQJ LV DGGHG WR SECTION II ± LIMITS OF INSURANCE 
 
2. AJJUHJaWH SXbOLPLW(V) RI IQVXUaQcH 
 

SXEMHFW WR WKH PROLF\ AJJUHJDWH LLPLW RI IQVXUDQFH, WKH PRVW WH ZLOO SD\ IRU DOO LRVV FRYHUHG 
XQGHU: 

 
d. IQVXULQJ AJUHHPHQW ± PRVW BUHDFK RHPHGLDWLRQ LV WKH PRVW BUHDFK RHPHGLDWLRQ AJJUHJDWH 

SXEOLPLW RI IQVXUDQFH, LI DQ\, VKRZQ LQ WKLV HQGRUVHPHQW RU LQ WKH DHFODUDWLRQV.  
 

TKH AJJUHJDWH SXEOLPLW(V) RI IQVXUDQFH LQ PDUDJUDSK 2.G. DUH SDUW RI, QRW LQ DGGLWLRQ WR WKH 
PROLF\ AJJUHJDWH LLPLW RI IQVXUDQFH. AQ\ VXFK AJJUHJDWH SXEOLPLW(V) RI IQVXUDQFH VKDOO EH 
UHGXFHG E\ WKH DPRXQW RI DQ\ SD\PHQW IRU LRVV XQGHU WKH IQVXULQJ AJUHHPHQW WR ZKLFK 
VXFK AJJUHJDWH SXEOLPLW RI IQVXUDQFH DSSOLHV. USRQ H[KDXVWLRQ RI DQ\ AJJUHJDWH SXEOLPLW 
RI IQVXUDQFH E\ VXFK SD\PHQWV, WH ZLOO KDYH QR IXUWKHU REOLJDWLRQV RU OLDELOLW\ RI DQ\ NLQG 
ZLWK UHVSHFW WR LRVV VXEMHFW WR VXFK SXEOLPLW RI IQVXUDQFH. 

 
 

III. TKH IROORZLQJ LV DGGHG WR SECTION III ± DEDUCTIBLE 
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5. UQGHU IQVXULQJ AJUHHPHQW ± PRVW BUHDFK RHPHGLDWLRQ, WH ZLOO SD\ RQO\ WKH DPRXQW RI LRVV 

ZKLFK LV LQ H[FHVV RI WKH PROLF\ DHGXFWLEOH DPRXQW VKRZQ LQ WKH DHFODUDWLRQV. 
 
 

IV. UQGHU SECTION VII ± DEFINITIONS WKH GHILQLWLRQ RI LRVV LV GHOHWHG LQ LWV HQWLUHW\ DQG UHSODFHG 
ZLWK WKH IROORZLQJ: 
 
LRVV PHDQV WKH GHILQLWLRQV VHW IRUWK LQ HDFK RI WKH UHVSHFWLYH IQVXULQJ AJUHHPHQWV 1, 2, 3, 4, 5, 
6, DQG 7 RI SHFWLRQ 1 ± IQVXULQJ AJUHHPHQWV. 

 

AOO RWKHU WHUPV DQG FRQGLWLRQV UHPDLQ XQFKDQJHG. 
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RANSOM PAYMENTS ENDORSEMENT 
 
 
RaQVRP Pa\PHQWV CRYHUaJH LLPLW:  <$250,000> 
 
 
TKLV HQGRUVHPHQW PRGLILHV LQVXUaQFH SURYLGHG XQGHU WKH IROORZLQJ: 
COMMERCIAL CYBER INSURANCE POLICY 

 
UQOHVV PRGLILHG b\ WKLV RaQVRP Pa\PHQWV EQGRUVHPHQW, aOO SURYLVLRQV RI WKH PROLF\ WR ZKLFK WKLV 
HQGRUVHPHQW LV aWWaFKHG, aV ZHOO aV aOO WHUPV aQG FRQGLWLRQV, UHPaLQ XQFKaQJHG aQG aSSOLFabOH. 
 
TKLV HQGRUVHPHQW H[WHQGV FHUWaLQ FRYHUaJHV. TKH KHaGHUV LQ WKLV HQGRUVHPHQW aUH RQO\ IRU FRQYHQLHQFH. 
RHaG WKH HQWLUH SROLF\ FaUHIXOO\ WR GHWHUPLQH ULJKWV, GXWLHV aQG ZKaW LV aQG LV QRW FRYHUHG. 
 
 
I. TKH IROORZLQJ IQVXULQJ AJUHHPHQW LV aGGHG WR WKH HQG RI SECTION I ± INSURING AGREEMENTS: 
 

7. RaQVRP Pa\PHQWV: 
 
WH ZLOO UHLPbXUVH WKH PRQHWaU\ YaOXH RI aQ\ RaQVRP Pa\PHQW PaGH b\ YRX WR a WKLUG SaUW\ 
LQ UHVSRQVH WR a RaQVRP DHPaQG WR UHVROYH aQ E[WRUWLRQ TKUHaW WKaW LV DLVFRYHUHG GXULQJ 
WKH PROLF\ PHULRG, aV VKRZQ RQ WKH DHFOaUaWLRQV. 
 
WLWK UHVSHFW WR WKLV IQVXULQJ AJUHHPHQW, LRVV PHaQV PRQHWaU\ YaOXH RI aQ\ RaQVRP 
Pa\PHQWV PaGH b\ YRX WR a WKLUG SaUW\ IRU RaQVRP DHPaQGV. 
 
RaQVRP DHPaQG PHaQV a GHPaQG b\ a WKLUG-SaUW\ aWWaFNHU FRPPXQLFaWHG LQ aQ HOHFWURQLF 
IRUPaW WR YRX aV a UHTXHVW IRU Sa\PHQW LQ aQ\ IRUP, LQFOXGLQJ YLUWXaO FXUUHQF\, WR UHFWLI\ aQ 
E[WRUWLRQ TKUHaW WKaW LV DLVFRYHUHG GXULQJ WKH PROLF\ PHULRG. 

 
RaQVRP Pa\PHQW PHaQV a PRQHWaU\ Sa\PHQW PaGH GXULQJ WKH PROLF\ PHULRG LQ aQ\ IRUP, 
LQFOXGLQJ YLUWXaO FXUUHQF\, WR a WKLUG-SaUW\ aWWaFNHU ZLWK OXU SULRU ZULWWHQ FRQVHQW WR UHVROYH aQ 
E[WRUWLRQ TKUHaW. 
 

II. TKH IROORZLQJ LV aGGHG WR SECTION III ± DEDUCTIBLE: 
 

5. UQGHU IQVXULQJ AJUHHPHQW 7 ± RaQVRP Pa\PHQWV, WH ZLOO Sa\ RQO\ WKH aPRXQW RI LRVV ZKLFK 
LV LQ H[FHVV RI WKH PROLF\ DHGXFWLbOH aPRXQW VKRZQ LQ WKH DHFOaUaWLRQV. 

  
 

III. SHFWLRQ 16. ZLWKLQ SECTION V ± EXCLUSIONS LV GHOHWHG LQ LWV HQWLUHW\ aQG UHSOaFHG b\ WKH 
IROORZLQJ: 

 
16. AQ\ C\bHU IQFLGHQW, E[WRUWLRQ TKUHaW, RaQVRP DHPaQGV, RaQVRP Pa\PHQWV, SHFXULW\ 

BUHaFK, WURQJIXO AFW, RU IQWHUUHOaWHG WURQJIXO AFWV WKaW aQ\ IQVXUHG bHFaPH aZaUH RI 
SULRU WR WKH HIIHFWLYH GaWH RI WKH PROLF\.  
 
 

IV. SHFWLRQ 17. ZLWKLQ SECTION V ± EXCLUSIONS LV GHOHWHG LQ LWV HQWLUHW\ aQG UHSOaFHG b\ WKH 
IROORZLQJ: 
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17. TKH VaPH IaFWV, C\bHU IQFLGHQW, E[WRUWLRQ TKUHaW, RaQVRP DHPaQGV, RaQVRP Pa\PHQWV, 
SHFXULW\ BUHaFK, WURQJIXO AFW, RU IQWHUUHOaWHG WURQJIXO AFWV aOOHJHG RU FRQWaLQHG LQ aQ\ 
COaLP ZKLFK KaV bHHQ UHSRUWHG, RU LQ aQ\ FLUFXPVWaQFHV RI ZKLFK QRWLFH KaV bHHQ JLYHQ, XQGHU 
aQ\ LQVXUaQFH SROLF\ RI ZKLFK WKLV PROLF\ LV a UHQHZaO RU UHSOaFHPHQW. 

 
 
V. UQGHU SECTION VII ± DEFINITIONS WKH GHILQLWLRQ RI LRVV LV GHOHWHG LQ LWV HQWLUHW\ aQG UHSOaFHG 

ZLWK WKH IROORZLQJ: 
LRVV PHaQV WKH GHILQLWLRQV VHW IRUWK LQ HaFK RI WKH UHVSHFWLYH IQVXULQJ AJUHHPHQWV 1, 2, 3, 4, 
5, 6, aQG 7 RI SHFWLRQ 1 ± IQVXULQJ AJUHHPHQWV 

 
 
AOO RWKHU WHUPV aQG FRQGLWLRQV UHPaLQ XQFKaQJHG. 
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PDQDJHU��EURNHU�GHDOHU��DUPRUHG�PRWRU�YHKLFOH�³QDPHG�LQVXUHG´�RU�DQ\�VLPLODU�HQWLW\���RU�

LL� DQ�HPSOR\HH�RI�WKH��1DPHG�,QVXUHG����
�

EXW ZKLFK FRQWDLQHG D IUDXGXOHQW DQG PDWHULDO PLVUHSUHVHQWDWLRQ DQG ZDV VHQW E\ DQ� � � � � � � � � � � � �
LPSRVWHU� $V D FRQGLWLRQ SUHFHGHQW WR FRYHUDJH� WKH �,QVXUHG¶V HVWDEOLVKHG DQG� � � � � � � � � � �
GRFXPHQWHG YHULILFDWLRQ SURFHGXUH PXVW KDYH EHHQ IROORZHG EHIRUH DFWLQJ XSRQ VXFK� � � � � � � � � � �
LQVWUXFWLRQ��

�
�

&<�&:���������
�
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�

G� 6RFLDO (QJLQHHULQJ /RVV PHDQV WKH ORVV RI �0RQH\ DV D UHVXOW RI D �6RFLDO (QJLQHHULQJ� � � � � � � � � � � � � � �
,QFLGHQW���

�
6RFLDO�(QJLQHHULQJ�/RVV��GRHV�QRW�LQFOXGH�LQGLUHFW�DQG�RU�FRQVHTXHQWLDO�ORVV��

�
,,� ([FOXVLRQV�$SSOLFDEOH�WR�WKH�6RFLDO�(QJLQHHULQJ�,QVXULQJ�$JUHHPHQW�
�

:H ZLOO QRW EH OLDEOH IRU �6RFLDO (QJLQHHULQJ /RVV UHVXOWLQJ IURP D �6RFLDO (QJLQHHULQJ ,QFLGHQW� � � � � � � � � � � � � � �
EDVHG�XSRQ��DWWULEXWDEOH�WR�RU�DULVLQJ�RXW�RI��

�
�� $Q DFWXDO RU DOOHJHG LQIULQJHPHQW RI� YLRODWLRQ RI� PLVDSSURSULDWLRQ RI RU DVVHUWLRQ RI DQ\ ULJKW WR RU� � � � � � � � � � � � � � � � �

LQWHUHVW�LQ�DQ\��
�

D� 3DWHQW� FRS\ULJKW� WUDGHPDUN� WUDGH GUHVV� FHUWLILFDWLRQ PDUN� FROOHFWLYH PDUN� VHUYLFH PDUN�� � � � � � � � � � �
H[SUHVVLRQ� LGHD� OLNHQHVV� QDPH� VORJDQ� VW\OH RI GRLQJ EXVLQHVV� V\PERO� WLWOH� WUDGH VHFUHW� � � � � � � � � � � � �
RU�RWKHU�LQWHOOHFWXDO�SURSHUW\�ULJKW�E\�RU�RQ�EHKDOI�RI�DQ\��,QVXUHG���RU�

�
E� 6RIWZDUH�RU�FRPSXWHU�FRGH�RU�LWV�VRXUFH�FRQWHQW�RU�PDWHULDO�E\�RU�RQ�EHKDOI�RI�DQ\��,QVXUHG���

�
�� $ IUDXGXOHQW� GLVKRQHVW RU FULPLQDO DFW E\ DQ\ �(PSOR\HH RU DXWKRUL]HG UHSUHVHQWDWLYH RI WKH� � � � � � � � � � � � � �

1DPHG�,QVXUHG���ZKHWKHU�DFWLQJ�DORQH�RU�LQ�FROOXVLRQ�ZLWK�RWKHUV��
�

�� 7KH HVWDEOLVKPHQW RI DQ\ FUHGLW RU VLPLODU SURPLVH WR SD\� RU WR DQ\ SDUW\¶V XVH RI RU DFFHSWDQFH� � � � � � � � � � � � � � � � � �
RI�DQ\�FUHGLW�FDUG��GHELW�FDUG�RU�VLPLODU�LQVWUXPHQW��ZKHWKHU�RU�QRW�JHQXLQH��

�
�� $Q\ LQYHVWPHQW RU RZQHUVKLS LQ DQ\ FRUSRUDWLRQ� SDUWQHUVKLS� UHDO SURSHUW\� RU VLPLODU LQVWUXPHQW�� � � � � � � � � � � � �

ZKHWKHU�RU�QRW�VXFK�LQYHVWPHQW�LV�JHQXLQH��
�

�� $ NLGQDS� UDQVRP RU RWKHU H[WRUWLRQ SD\PHQW VXUUHQGHUHG DV D UHVXOW RI D WKUHDW WR GR ERGLO\ KDUP� � � � � � � � � � � � � � � � � �
WR�DQ\�QDWXUDO�SHUVRQ�RU�D�WKUHDW�WR�KDUP��WDNH��RU�WUDQVIHU�SURSHUW\��

�
�� 0RQH\ RU RWKHU SURSHUW\ EHLQJ WUDQVIHUUHG� SDLG RU GHOLYHUHG DV D UHVXOW RI �6HFXULW\ %UHDFK RU� � � � � � � � � � � � � � � �

&\EHU�,QFLGHQW���
�
�

$OO�RWKHU�WHUPV�DQG�FRQGLWLRQV�UHPDLQ�XQFKDQJHG��

&<�&:���������
�
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THIS ENDORSEMENT CHANGES THE POLICY.  PLEASE READ IT CAREFULLY. 
 

C< CW 85 03 20  PDJH 1 RI 2 

TELECOMMUNICATIONS FRAUD ENDORSEMENT 
 
 
THOHcRPPXQLcaWLRQV FUaXG CRYHUaJH LLPLW:  <$50,000> 
 
 
TKLV HQGRUVHPHQW PRGLILHV LQVXUDQFH SURYLGHG XQGHU WKH IROORZLQJ: 

COMMERCIAL CYBER INSURANCE POLICY 
 
UQOHVV PRGLILHG E\ WKLV THOHFRPPXQLFDWLRQV FUDXG EQGRUVHPHQW, DOO SURYLVLRQV RI WKH PROLF\ WR ZKLFK WKLV 
HQGRUVHPHQW LV DWWDFKHG, DV ZHOO DV DOO WHUPV DQG FRQGLWLRQV, UHPDLQ XQFKDQJHG DQG DSSOLFDEOH. 
 
TKLV HQGRUVHPHQW H[WHQGV FHUWDLQ FRYHUDJHV. TKH KHDGHUV LQ WKLV HQGRUVHPHQW DUH RQO\ IRU FRQYHQLHQFH. 
RHDG WKH HQWLUH SROLF\ FDUHIXOO\ WR GHWHUPLQH ULJKWV, GXWLHV DQG ZKDW LV DQG LV QRW FRYHUHG. 
 
 
I. TKH IROORZLQJ IQVXULQJ AJUHHPHQW LV DGGHG WR WKH HQG RI SECTION I ± INSURING AGREEMENTS: 

 
7. THOHcRPPXQLcaWLRQV FUaXG: 

 
WH ZLOO SD\ IRU DQ\ monetarǇ LRVV VXVWDLQHG E\ YRX, LQFOXGLQJ EXW QRW OLPLWHG WR SKRQH ELOOV, 
ILUVW DLVFRYHUHG GXULQJ WKH PROLF\ PHULRG, DV VKRZQ RQ WKH DHFODUDWLRQV, GLUHFWO\ UHVXOWLQJ IURP 
DQ LQWHQWLRQDO XQDXWKRUL]HG DFFHVV WR <RXU THOHSKRQH S\VWHP E\ D WKLUG SDUW\. 
 
WLWK UHVSHFW WR WKLV IQVXULQJ AJUHHPHQW, LRVV VROHO\ PHDQV WKH PRQHWDU\ FRVW RI XQDXWKRUL]HG 
FDOOV RU XQDXWKRUL]HG XVH RI YRXU THOHSKRQH S\VWHP¶V EDQGZLGWK. 
 
THOHSKRQH S\VWHP PHDQV WKH VRIP SKRQH V\VWHP GLUHFWO\ XQGHU YRXU FRQWURO. 
 

 
II. TKH IROORZLQJ LV DGGHG WR SECTION II ± LIMITS OF INSURANCE 
 

2.  AJJUHJaWH SXbOLPLW(V) RI IQVXUaQcH 
 

 SXEMHFW WR WKH PROLF\ AJJUHJDWH LLPLW RI IQVXUDQFH, WKH PRVW WH ZLOO SD\ IRU DOO LRVV FRYHUHG 
XQGHU: 

 
G. IQVXULQJ AJUHHPHQW ± THOHFRPPXQLFDWLRQV FUDXG LV WKH THOHFRPPXQLFDWLRQV FUDXG 

AJJUHJDWH SXEOLPLW RI IQVXUDQFH, LI DQ\, VKRZQ LQ WKLV HQGRUVHPHQW RU LQ WKH DHFODUDWLRQV.  
 

TKH AJJUHJDWH SXEOLPLW(V) RI IQVXUDQFH LQ PDUDJUDSK 2.G. DUH SDUW RI, QRW LQ DGGLWLRQ WR WKH PROLF\ 
AJJUHJDWH LLPLW RI IQVXUDQFH. AQ\ VXFK AJJUHJDWH SXEOLPLW(V) RI IQVXUDQFH VKDOO EH 
UHGXFHG E\ WKH DPRXQW RI DQ\ SD\PHQW IRU LRVV XQGHU WKH IQVXULQJ AJUHHPHQW WR ZKLFK 
VXFK AJJUHJDWH SXEOLPLW RI IQVXUDQFH DSSOLHV. USRQ H[KDXVWLRQ RI DQ\ AJJUHJDWH SXEOLPLW 
RI IQVXUDQFH E\ VXFK SD\PHQWV, WH ZLOO KDYH QR IXUWKHU REOLJDWLRQV RU OLDELOLW\ RI DQ\ NLQG 
ZLWK UHVSHFW WR LRVV VXEMHFW WR VXFK SXEOLPLW RI IQVXUDQFH. 

 
 

III. TKH IROORZLQJ LV DGGHG WR SECTION III ± DEDUCTIBLE 
 

5. UQGHU IQVXULQJ AJUHHPHQW ± THOHFRPPXQLFDWLRQV FUDXG:  
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THIS ENDORSEMENT CHANGES THE POLICY.  PLEASE READ IT CAREFULLY. 

C< CW 85 03 20 PDJH 2 RI 2 

WH ZLOO SD\ RQO\ WKH DPRXQW RI LRVV ZKLFK LV LQ H[FHVV RI WKH PROLF\ DHGXFWLEOH DPRXQW VKRZQ LQ WKH 
DHFODUDWLRQV. 

IV. UQGHU SECTION VII ± DEFINITIONS WKH GHILQLWLRQ RI LRVV LV GHOHWHG LQ LWV HQWLUHW\ DQG UHSODFHG
ZLWK WKH IROORZLQJ:

LRVV PHDQV WKH GHILQLWLRQV VHW IRUWK LQ HDFK RI WKH UHVSHFWLYH IQVXULQJ AJUHHPHQWV 1, 2, 3, 4, 
5, 6, DQG 7 RI SHFWLRQ 1 ± IQVXULQJ AJUHHPHQWV 

AOO RWKHU WHUPV DQG FRQGLWLRQV UHPDLQ XQFKDQJHG. 
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Endorsement Effective Date: <Dec 01, 19> 
 

THIS ENDORSEMENT CHANGES THE POLICY.  PLEASE READ IT CAREFULLY. 
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WEBSITE MEDIA CONTENT LIABILITY 
ENDORSEMENT 

 
 

Website Media Content Liability Coverage Limit: See Declarations 
Website Media Content Liability Deductible:  See Declarations 

 
 
This endorsement modifies insurance provided under the following:   
COMMERCIAL CYBER INSURANCE POLICY 
 
 
Unless modified by this Website Media Liability Endorsement, all provisions of the Policy to which this 
endorsement is attached, as all terms and conditions, remain unchanged and applicable. 
 
A. The following Insuring Agreement is added to the end of SECTION I – INSURING AGREEMENTS: 

 
Website Media Content Liability 
 

We will pay for Loss that the Insured becomes legally obligated to pay and Defense Expenses 
as a result of a Claim that is Discovered during the Policy Period for one or more of the following 
acts first committed on or after the retroactive date and before the end of the Policy Period in the 
course of Your display of Media Material on Your website or on social media web pages created 
and maintained by or on behalf of You: 
 

a. invasion of or interference with an individual’s right of publicity, including commercial 
appropriation of name, persona, voice or likeness; 

b. plagiarism, piracy or misappropriation of ideas under implied contract; 
c. infringement of copyright; 
d. infringement of domain name, trademark, trade name, trade dress, logo, title, metatag, 

slogan, service mark, service name; or 
e. improper deep-linking or framing within electronic content. 

 
 
B. With respect to this Website Media Content Liability Insuring Agreement: 
 

1. Media Material means any information in electronic form, including words, sounds, numbers, 
images, or graphics and shall include advertising, video, streaming content, web-casting, online 
forums, bulletin boards and chat room content, but does not mean computer software or the actual 
goods, products or services described, illustrated or displayed in such Media Material. 
 

 
C. Exclusions Applicable to the Media Content Liability Insuring Agreement 
 

With respect to this Website Media Content Liability Insuring Agreement the following exclusions are 
added to SECTION VI – EXCLUSIONS. 
 
We will not be liable for any Claim resulting from an act based upon, attributable to or arising out of: 
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1. An actual or alleged infringement of, violation of, misappropriation of or assertion of any right to or 

interest in any: 
 

a. Patent, copyright, trademark, trade dress, certification mark, collective mark, service mark, 
expression, idea, likeness, name, slogan, style of doing business, symbol, title, trade secret or 
other intellectual property right by or on behalf of any Insured; or 

 
b. Software or computer code or its source content or material by or on behalf of any Insured. 

 
 
 

All other terms and conditions remain unchanged. 
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